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I. COKPALLIEHU S, TEPMUHBI U OIIPEJEJIEHUSA

epconanbubie ganubie (IIn) — mro6as mHOpMAIHs, OTHOCAMIAACA K HPSIMO WU
KOCBEHHO ONPEJCICHHOMY WIH OmpefensieMomMy pusndeckoMy Uiy (CyOBbeKTy MepCOHATBHBIX
JTAaHHBIX ).

IlepconaiibHble JaHHBIE, pa3pellleHHble CYyOBEKTOM NEPCOHAJBHBIX JAAHHBIX JIsl
pacnpocTpaHeHusl, — IEPCOHAIBbHBIE JaHHbIE, JOCTYIl HEOTPAHUUYEHHOT'O Kpyra JHI] K KOTOPbIM
MpeIoCTaBleH CyOBEKTOM TNEPCOHANBHBIX [aHHBIX IyTeM Jadd corjacusi Ha oO0paboTky
NEPCOHANBHBIX  JIAaHHBIX, Pa3pElICHHBIX CYOBEKTOM  TEpPCOHANBHBIX  JAaHHBIX IS
pacrpocTpaHeHHs] B MOpAIKE, MpeaycMoTpeHHOM DenepanbHbIM 3aKOHOM «O MEepCOHATBHBIX
JAHHBIX.

Oneparop — rocylapCTBEHHBI OpraH, MYHHULMIAJIbHBIA OpraH, IOPUAMYECKOE HIIU
buznyecKoe U0, CAaMOCTOSATENBHO WIM COBMECTHO C IPYTMMHU JIMIAMHU OpraHU3YIoLue U (UJIN)
OCYILIECTBISAIONIME O0pabOTKY MEpPCOHAIBHBIX JaHHBIX, a TaKKe OMNpEeeNsIonme eln
00pabOTKH MEePCOHATBHBIX JAHHBIX, COCTAB MEPCOHATBHBIX JAaHHBIX, MOJICKANUX 00padoTKe,
JeiCcTBUA (ONEpalnn), COBEPIIAEMBIE C TIEPCOHATIHBIMY JaHHBIMH.

O0padoTKa nepcoHAJBHBIX JAHHBIX — JII000€ JIelicTBUE (Onepalysi) Uil COBOKYITHOCTh
neiictBuil (omeparuii), coBeplIaeMbIX C HCIOJb30BAHHMEM CPEACTB aBTOMATH3alMM WUiau 0e3
UCIIOJIb30BAaHUSl TAaKUX CPEACTB C TEPCOHAJbHBIMM JaHHBIMH, BKJIIOYas cOOp, 3aIlucCh,
cUCTeMaTH3alluio, HAaKOIJIEHHEe, XpaHeHHe, yTouHeHne (OOHOBJIEHHE, U3MEHEHUE), U3BIICUEHHE,
WCIIOJIb30BaHUe, Tepenavy (pacmpocTpaHEHUe, MPeAOCTaBlICHUEe, JIOCTYI), OO0E3TUYMBaHUE,
0JI0KMpOBaHKE, YAaJeHUEe, YHUUTOKEHHE NEPCOHATbHBIX JaHHBIX.

ABTOMaTH3MpOBaHHAasA o00pa0oTka TMepPCOHAJBHBIX JaHHbBIX — 00paboTka
NEPCOHAIBHBIX JaHHBIX C TOMOLIBIO CPEJCTB BBIUYUCIUTEIBHON TEXHUKH.

PacnpocTpanenue nepcoHaJbLHBIX JAHHBIX — JEMCTBYS, HANpaBJIE€HHbIE HA PACKPBITHE
NIEPCOHAIBHBIX JaHHBIX HEONPEIEICHHOMY KpYTY JIULI.

IIpenocraB/ieHne nMepcoHAIbHBIX JAHHBIX — JCHCTBUS, HAIIPaBJICHHBIE HA PACKPBITHE
NIEPCOHAIBHBIX JaHHBIX ONPEIEICHHOMY JIMILY WIIA ONPEAECIIEHHOMY KPYTy JIHI.

BiokunpoBanue mnepcoHAJBHBIX JAaHHBIX — BpPEMEHHOE MpeKpalleHne o0pabdoTKu
NEpCOHANBHBIX JAaHHBIX (32 MCKJIIOYEHHEM ClydaeB, eclii 00paboTka HeoOxoauma s
YTOYHEHMSI IEPCOHAIBHBIX JIaHHBIX ).

YHHUYTOKEHHEe TEepPCOHAJBHBIX [JaHHBIX — JEHCTBUSA, B pe3ylbTaTe KOTOPBIX
CTAHOBUTCS  HEBO3MOXKHBIM  BOCCTAaHOBUTH  COJEpKAHME TMEPCOHAIBHBIX  JAHHBIX B
UHPOPMALIMOHHOM CHCTEME TMEpPCOHAIBHBIX JAaHHBIX M (MJIM) B PpE3yJlbTaTe KOTOPBIX
YHUUTOKAIOTCS MaTepUaIbHbIE HOCUTEIH EPCOHATbHBIX TaHHBIX.

OOe3IMuMBaHue NEPCOHAJIBHBIX JAHHBIX — JIEHCTBUSA, B pE3yNbTaTe KOTOPBIX
CTAaHOBUTCA HEBO3MOXHBIM 0€3 HCIOJIb30BaHMS JTOMOJHUTENbHON MHGOpPMAIMU ONpeAeTuTh
NPUHAIICKHOCTh TIEPCOHANBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX TaHHBIX.



Nudopmanuonnass cucrema mnepcoHaabHbIX AaHHbIX (MCII/IH) — COBOKYIHOCTH
cojepxalmxcs B 0a3zax JaHHBIX NEPCOHAIBHBIX JAHHBIX U 00ECHEUMBAIOLIMX UX 00pabOTKy
I/IH(I)OpMaLII/IOHHBIX TEXHOJIOTHH M TEXHUYCCKUX CpCACTB.

TpancrpannyHas nepenadya NepPCOHANBHBIX AAaHHBIX — Iepefaya IEepCOHAIBHBIX
JaHHBIX HA TEPPUTOPUI0 HHOCTPAHHOIO TOCYJapcTBa OpraHy BJIACTM HHOCTPAHHOI'O
rocyJapcTBa, UHOCTPAHHOMY (PU3MUECKOMY JIMILY WJIM MHOCTPAHHOMY FOPUIMYECKOMY JIUILY.

TunoBasi uHopMauMoHHAs cucTeMa — UWHPOPMALMOHHAS CHUCTEMa, B KOTOPOH
TpebyeTcst obecneueHue ToJIbKO KOH(UACHIMAIBHOCTH IEPCOHANIBHBIX IaHHBIX.

CneuuajibHasi HHPOPMAIMOHHASL cUcTeMa — WH(POPMAIMOHHAS CHCTEMa, B KOTOPOii
BHE 3aBHCUMOCTH OT HEO0XOAMMOCTH oOecreueHus KOH(QHUIEHIMAIbHOCTH IEePCOHAIBHBIX
JaHHBIX TpeOyeTcss 00ecneunTh XOTs OBl O/IHY M3 XapaKTEPUCTHK O€30MacHOCTH NMEePCOHATBHBIX
JAHHBIX, OTIIMYHYIO OT KOH(QUAECHUHAIBbHOCTH (3aLIUIEHHOCTh OT YHUYTOKEHHsI, U3MEHEHMUs,
OJIOKMPOBAHMSI, & TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUN).

Il. OBIIUE IMOJIOKEHUSA

Hacrosmuii Pernament onpenenser equHblii U 00sA3aTeNbHBIM MOPSAOK pearupoBaHUIO
Ha MHIMJICHTHI, CBSI3aHHbIE C HEMPAaBOMEPHON WM CIIy4ailHON mepenaueil (MpeaoCTaBICHUEM,
pacnpocTpaHeHueM, JOCTYIIOM) IE€pPCOHANbHBIX JAaHHBIX, IIOBJIEKIIEH HapylleHHE IIpaB
CyOBEKTOB MEPCOHANBHBIX JAHHBIX, & TAKXKE MOPSJA0K MPOBEICHUS MEPOMPUSITHIA, HAI[EIEHHBIX
Ha MPEJOTBPAIIEHUE HACTYIUIEHUs MOBTOPHBIX MHIMACHTOB B MOY NPMO «HUKOJIBCKAS
COMI» (manee — Oneparop, Opranu3sarus).

I11. ONTPEJAEJEHUE WHIMIEHTA NTHOOPMAIIMOHHOMN BE3OIACHOCTH
B UCIIH

K wuHIMAeHTam, CBS3aHHBIM C HENPAaBOMEPHOM WM  CIIy4yallHOM mepenadyeit
(mpeocTaBiIeHUEM, pacIpOCTPAHEHUEM, JOCTYIIOM) NEpCOHAJbHBIX JaHHBIX (Jajee —
WHIUACHTH UHPOPMaIIMOHHON 0€30MacHOCTH, MHIUAEHTHI 11B) oTHOCSTCS:

— HapyleHHe KOHPHUIESHIINAIbHOCTH, HEJIOCTHOCTH Ui JtocTynHocTH T1/]H;

— 0TKa3 000pyAOBaHHUsI, CEPBUCOB, CPEACTB 00pabOTKH U (1iH) 3amuThl [1/1H;

— HecoOmoJeHHMe TpeOOBaHUN BHYTPEHHEHW OpraHM3alliOHHO-PACHIOPSAIUTENbHOM
JOKYMEHTalluu W JeicTByrolero 3akoHoparenbcTBa Poccuiickoit denepauuu B obnactu
3alIUTH U 00pabOTKM NEPCOHATIBHBIX JAHHBIX;

—  3apakeHue BPEIOHOCHBIMU porpaMMamu MH(OPMALIMOHHBIX CUCTEM
NEPCOHAIbHBIX JaHHBIX,

B ClIlyyae €ciM 3TH COOBITHS NpPUBEIM K HEMpPaBOMEPHON MM ciy4yaiiHOI mnepenaun
(mpeaocTaBiIeHNIO, PACTIPOCTPAHEHMIO, JOCTYIY) MEPCOHAIbHBIX JAHHBIX, IOBJIEKIIEH
HapyllIeHHEe PaB CyObEKTOB MEPCOHANBHBIX TaHHBIX.

K uammaenram uadopmanronnoi 6ezonacHoct B MCIT/IH Takske OTHOCSTCS TOTIBITKH 1
(dakThl TMOJIyueHHs] HECAaHKIMOHMPOBAHHOIO JIOCTyNa K HH(GOPMAIMOHHBIM CHCTEMaM
MEPCOHAIBHBIX JaHHBIX:

— ceancol paboTsl B ICII/IH He3aperucTpupoBaHHbBIX MOJIb30BATENCH;

— ceaHncol pabotsl [Tonp3oBareneit UCII/IH ¢ HapymieHHEM YCTaHOBIIEHHOT'O BPEMEHU
JI0CTYTIa;

— ceaHcel pabotel Ilonws3oBateneit UCIIJIH, cpok nelcTBHS MOJTHOMOYMHA KOTOPBIX
MCTEK MO0 B COCTAB MOJTHOMOYHN KOTOPHIX HE BXOJAT BISBICHHBIC nericTBus ¢ [1]H;

— JIEHCTBUSL TPETHEro JMIA, IBITAIOIIETOCSd IOJIYYUTh JIOCTYN (MM MOJyYUBIIETO
JIOCTYH) C MCIIOJIb30BAaHUEM YUYETHOW 3alluCU JPYroro IMOJb30BaTeNsd B LENAX IOJIYyYEHUs
KOMMEPUYECKOH MM JpYyrodl JUYHOW BBIFOABI METOJOM MOAOOpa Maposis WM JPYyroro MeTojaa
(cay4aiiHOTO pas3riameHus Maposis U T.1.) 6e3 BeoMa BiIaJielblia Y4eTHOW 3aIuCH;

— COBEpILIEHHE MOMNBITOK HECAHKLIMOHWPOBAHHOIO JIOCTYNA K NEpCOHANbHOI paboueit
cTaHuu, ceidy, mkady u ap. (HapylieHHe METOCTHOCTH IUJIOMO, HAakKJIeeK C 3alIMTHON u
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UICHTU(PUKAIIMOHHON HH(OpMaIei, HapyleHHe WM HECOOTBETCTBHE HOMEpPOB IeyaTted u
ap.);

— HECAaHKIMOHMPOBAHHOE BHECEHHE M3MEHEHHH B KOH(UTYpaluy MPOrPAaMMHBIX HIIU
anmnapaTHbIX cpeAcTB 00padoTku wim 3amuThl [1/1H.

Kpome Toro, x umnunumaentam Kb oTHOCATCA ciiydaum co3faHUsl IIPEANIOCBUIOK JUIS
HACTYIUICHHS CIIy4acB, ONMCAaHHBIX BBILIE.

IV. HOPATOK PEATUPOBAHUSA HA HHIIUJAEHTHI THOOPMAIIMOHHON
BE3OITACHOCTH

4.1 ONMOBEIIEHUE OB MHIIUJIEHTE HH®OPMAIIMOHHOM BE3ONACHOCTH

ITocnenoBarenbHOCTh AeHCTBUM paboTHUKa OnepaTropa B cilyyae BbISABICHHS MHIMICHTA
Nb:

— IpEeKpaTUTh paboTy C pecypcoM, B KOTOPOM BbIsiBIIeH nHIUAEHT Ub;

—  OIOBECTUTH HEMOCPEICTBEHHOI'O pyKOBOAUTENA O (pakTe BhIABIeHUs nHIMIeHTa Ub;

—  HEIOCPEICTBEHHBIN PYKOBOJUTEIb paboTHHKA JIOJIKEH OIIOBECTUTH
AnmuHHCTpaTopa 6€30MacHOCTH NEPCOHANIBHBIX JJAHHBIX O (DaKTe BBIABICHUS UHIIUJICHTA;

— T0CJIC M3BCUHICHHUA OTBCTCTBCHHBIX COTPYAHUMKOB II0 HMX PCIICHHUIO MHPCACTAaBUTH
BCIO HEOOXO0IUMYIO HH(POPMAITHIO.

AnMuHUCTpaTOp 0€30MaCHOCTH TMEPCOHAIBHBIX JaHHBIX IPOBOAUT KpaTKUM aHaIu3
MMpOon30ICAICTO HHIIUMACHTA HUb un IIpHUYKUH, CHOCO6CTBYIOHII/IX €TI0 HAaCTYIUICHUIO, U COCTABJIACT
KpPaTKyl0 CIIPAaBKY, B KOTOPOW OIMCBIBAIOTCS MPOM30IIeN NN HHIUAEHT b, ero nocnenctsus u
OlLICHKa HEOOXOIMMOCTH NPOBEIeHUs paccienoBanus nnuaenta 1b.

4.2 MEPOIIPUSITUA TP HACTYIIVIEHMA UHIHUAEHTA
NHO®OPMALIMOHHOMU BE3OIMACHOCTH, CTABLIIET'O TIPUYNHOU
HETATUBHBIX TOCJIEJCTBUM 1151 CYBBEKTA IIJTH

B cnywae ecnu wHimmuaent Wb moxer ctath (WM yxke craj) NPUYMHOW HEraTUBHBIX
nocieacTBuil s cyObexToB II/IH, mepcoHaidbHBIE AaHHBIE ATHX CYOBEKTOB HEOOXOANMO
HEMEIJIEHHO OJIOKUPOBATh 10 YCTPAaHEHHs MPUYMH, MOBJIEKIINX HacTyrieHue nHuujaesta b u
ero mociueAcTBUi. PemeHne 0 OJOKMPOBAaHMM  NEPCOHAIBHBIX  JIAHHBIX  MPUHUMAET
AnmuHuCTpaTOp 0€30MacCHOCTM MEpPCOHANBHBIX JaHHBIX. J[ns »TOW 1enu AJMUHUCTpATop
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX OJOKHUPYET MEPCOHATIbHBIE TaHHBIE.

Menemxep obpabotku 110 yBemomisieT cyObekTa 0 OJIOKHPOBAHUH €T0 MEePCOHATBHBIX
JTAaHHBIX.

[lepconanbHble JaHHBIE OCTAIOTCS 3a0JIOKUPOBAHHBIMU /10 YCTPaHEHMsI TPUYMH,
MOBJIEKIINX HACTyIUIeHue uHuuaeHTa 1b.

Ecim nprumHbl BO3HUKHOBEHMS HHIOMAECHTa Wb HEBO3MOXHO yCTpaHWTh, TO
NEepCOHANbHbIE JIaHHBIE JOJDKHBI OBITh yHUYTOXKEHBL. MeHemkep oOpabdotku [1[ln u
AnmMuHUCTpaTOp 0€30MaCHOCTH  MEPCOHANbHBIX  JAaHHBIX OOECIEeYMBAIOT  HEMEIJIEHHOE
YHUUTOKEHNE NIEPCOHAJIBHBIX JaHHBIX.

Menemxep o6pabotku [1/[H onosemaetr cyobexTa I1J[H 0 mpekpaleHuu 1 yHUYTO)KEHUH
€ro NEPCOHAJIBHBIX JaHHbIX.

4.3 YCTPAHEHME NMOCJEJICTBUI U IPUYNH UHIIUJIEHTA
UH®OPMAIIMOHHOM BE3OITACHOCTH

OO0s13aHHOCTH TIO YCTPAHEHUIO TOCJIEACTBUN W MPUYWH HHIMACHTA WHOOPMAIMOHHOM
0€30MacHOCTH BO3JaralTcs Ha AJMUHHCTpaTOopa O€30MacHOCTH MEPCOHANBHBIX NaHHBIX. He
no3gHee 24 yacoB ¢ MOMEHTa HACTYIUICHHS HWHIUJCHTa AJIMHHHCTPATOp O€30MacHOCTH
cocransier [lman  ycTpaHeHWs TOCIEACTBHH W TNPUYMH HACTYIUICHHUS  MHIIMJICHTA
nHpopmaInmoHHOM O6e30macHOCTH. B maHHBI TU1aH 11e71eco000pa3Ho BKIIFOUYHTD:

— 00myro HHPOPMAITUIO O TPOU3OIIESIIEM HHIIUICHTE,



— aHaJM3 CUTyallud, OIEpaTHUBHbIE KOHTPMEPHI, KOTOPHIE MOKHO IPHUMEHUTH IJIf
JIOKaJIN3alUK UHIIUJICHTA;

— OIpEJENeHUE JIUL, OTBETCTBEHHBIX 3a PAcClICJOBAHUE M YCTAHOBJIEHHE NPUYMH, 110
KOTOPBIM CTaJI0 BO3MOKHBIM HACTYIJIEHUE UHIIUJICHTA;

— OmpeleNeHue  JIMI, OTBETCTBEHHBIX 32  MPOBEACHHE  MPO(YUIAKTUYECKUX
MEpPONpPUATHA, pa3pabOTKy U BHEIPEHHE Mep MO HEIOMYIICHHWIO MOBTOPHOIO HACTYIUICHUS
MHIUCHTA.

4.4 IPOBEJEHUE PACCJIEJJOBAHUSI MHIIUIEHTA HH®OPMAIIMOHHOM
BE3OITACHOCTH

Pa30upaTenbCcTBO M COCTAaBIEHHME 3aKIOYEHUH B 0053aTE€IbHOM IOPAIKE JIOJIKHBI
IPOBOJUTHCS B CIIy4ae BBISBICHHUS CICAYIOMINX (PaKTOB:

— HapyleHHe KOH(UIEHLUAIbHOCTH, LEJIOCTHOCTH, MAOCTYHHOCTH IE€pPCOHAIbHBIX
JAaHHBIX;

— BbIABJICHHE (aKTa HENPAaBOMEPHOM WJIM CIIydailHOW mepenaud (MperocTaBiICHUs,
pacnpocTpaHeHusi, JOCTYIa) MEPCOHANbHBIX JAHHBIX, MMOBJIEKIIEH HapyLUICHUE NpaB CyObEKTOB
IIEPCOHAJIbHBIX JaHHBIX;

— XaJaTHOCTh M HecoOmtofeHHe TpeOoBaHMH 1O oOecredeHnio 0e30MacHOCTH
[IEPCOHAJIbHBIX JaHHBIX;

— HecoOJI0JIeHHE YCIOBUI XpaHEHHs] HOCUTENel IIepCOHANIbHBIX IaHHBIX;

— WCHOJB30BaHUE CPEICTB 3aIIUTHl MH(POPMALUHU, KOTOPBIE MOTYT MPHBECTH K
HapyLICHUIO 3aJJaHHOTO YpOBHS 0€30MMacHOCTH (xoH(UIECHINATHHOCTH/
L[EJIOCTHOCTB/JJOCTYITHOCTh) MEPCOHATIBHBIX AAHHBIX WM IPYTUM HAapYLICHUSM, NPUBOAILIUM K
CHI)KEHUIO YPOBHS 3alIUIIIEHHOCTH NEPCOHAIBHBIX TAHHBIX.

BHyTpeHHee pacciieoBaHUE ITPOBOAUTCS B COOTBETCTBHM C PerimamMeHTOM NpOBENCHHUS
BHYTPEHHET'0 paccie0BaHus B CBSI3U C MPOU3OLIEANINM HHIUIAEHTOM B 00JIaCTH MEPCOHATBHBIX
JAaHHBIX.

Pe3ynbTarel BHyTpeHHET0 pacciieZloBaHusi 0OPMIISIOTCS B BUJE 3aKIIOUCHHUS.

3aKII0YeHHEe ¢ pe3oJItolell pyKOBOAUTENS, KOMU MpHKa3a (BBIIKMCKA) IO pe3yibTaTamMm
paccieioBaHMs, BCE MaTepUallbl BHYTPEHHEIO PACCIENOBAHUS, BKIIIOYAs JOKYMEHT (KOIHIO),
MOCITY’)KUBIIUI TOBOJOM JUIsl Ha3HAYEHUS! PACCIICJOBAHMS, NOJUIEKAT XPAHEHNUIO B OTIEIBHOM
nene.

Jleno o BHYTpEHHUX paccieoBaHUsAX BHOCUTCS B HOMEHKIIATypy aen Oneparopa.

4.5 IPEBEHTUBHBIE MEPBI 110 HEJOIIYIIEHHWIO HIOBTOPHOI'O
BO3HUKHOBEHUA UHIHIUAEHTOB UTH®OPMAIIMOHHOU BE3OITACHOCTH

Meponpusarus no ycrpaneHuro uHuuaeHra b u npenynpexxparomue ero moBTOPHOE
BO3HHMKHOBEHHE B 3aBUCHMOCTH OT Mpowusomeamnero nauaenta b Bxitouaior B ceds:

— MOHHUTOPHHT COOBITHI B MH(POPMALIMOHHON CHUCTEME NMEPCOHATIBHBIX TaHHBIX;

— BOCCTaHOBJICHHE OTIEPALIMOHHOM CUCTEMbI pabouell CTaHIMK, Ha KOTOPOW MPOH301IeN
nHiuAeHT Ub, Ha 3aBOICKHE HACTPOWKHY;

— CBOEBPEMEHHOE YJAJICHUE HEUCIOJIb3yEMbIX YUETHBIX 3aUCEH;

— KOHTPOJb U MOHMTOPUHI JEHCTBHIl Mosb3oBareneil B MH(GOPMALMOHHON cHCTEME
MEePCOHAIBHBIX JaHHBIX;

— KOHTPOJb HaJ ACUCTBUSIMHU CUCTEMHBIX aJIMUHUCTPATOPOB;

— mpoBeneHue 0OyueHHs (MOBTOpHOro OOy4YeHMs) TOJb30BaTeNeld MpaBUIIaM
00pabOTKH M 3alUTHI TIEPCOHANBHBIX JAHHBIX;

— O3HAaKOMJICHUE IIOJIb30BaTENIed C MEpaMH OTBETCTBEHHOCTH, YCTAHOBJIECHHBIMHU
3aKoHOJATeNbCTBOM Poccuiickoii @enepauuu 3a HapylmieHHE HOPM M MpaBHI 00pabOTKH
NIEPCOHAIBHBIX JaHHBIX, & TAKXKE 3a Pa3IVIAIICHUE MTOTYYCHHBIX JaHHBIX;



— TepPecCMOTpP OPraHU3AIMOHHO-PACTIOPSIUTEILHON JOKYMEHTAIINH, YCTaHABIHBAIOIICH
npaBuia o0paboOTKH B oOecrieueHus: 06€30MacHOCTH MPU paboTe ¢ MEPCOHATBLHBIMU JaHHBIMH.

V. OHEHKA 399®EKTUBHOCTHU PEAJIN3OBAHHbBIX MEP B PAMKAX
CUCTEMBbI 3BAIIUTHBI ITIEPCOHAJIBHBIX TAHHBIX

Onenka 3pPeKTUBHOCTH peann30BaHHBIX B PaMKaX CHCTEMBI 3allUThI MEPCOHATBHBIX
JaHHBIX Mep MO o0ecreueHnto 0e30MacHOCTU MEPCOHATIbHBIX JAHHBIX MPOBOAUTCS KOMHCCHEN
0 TIPOBEICHHUIO B COOTBETCTBHUE C TpeOOBAaHUSMU 3aKOHOJATEeNbCTBA Poccuiickoit denepannu B
00JacTH MepCcoHaNbHBIX JaHHBIX.

Kontpons 3a BbImosHeHHEM TpeOOBaHMW 3alMThl NEPCOHANBHBIX JIAHHBIX B
MH(OPMALIMOHHBIX CHUCTEMax MEePCOHAIBHBIX JaHHbIX Ornepatopa OpraHu3yeTcss U MPOBOIUTCS
aJIMUHUCTPATOPOM 0€30MacHOCTH HH(POPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX.

Onenka 3pPeKTUBHOCTH pearr30BaHHBIX B PaMKaX CHCTEMbI 3alllUThl MEPCOHATBHBIX
JAHHBIX Mep W KOHTPOJb 3a BBHINOJIHEHHWEM TPeOOBaHUI 3allUTHl MEPCOHATBHBIX TAaHHBIX B
MH(MOPMALIMOHHBIX ~ CHCTEMaX [MEPCOHANbHBIX JaHHBIX MPOBOAUTCA AJAMHHHUCTPATOPOM
0e30macHOCTH  MH(POPMALMOHHBIX CHCTEM NEPCOHANBHBIX M MEHEHKEPOM 00paboTKu
MEPCOHANBHBIX JTAaHHBIX He pexe 1 pa3a B 12 mecsaueB. Toru nmpoBeeHHBIX MEPOMPUSITHIA 110
IPOBEPKE COCTOSHUS 3aIUTHI IEPCOHATBHBIX JAHHBIX BHOCITCA B [11aH BHYTpEHHUX MPOBEPOK
COCTOSTHUS 3alIUThI TepCOHANBHBIX AaHHbIX ([Ipunoxenue 1).

V1. YBEAOMJIEHUE YIIOJIHOMOYEHHOI'O OPTAHA 110 3ALIUTE
ITPAB CYBBEKTOB IIEPCOHAJIBHBIX TAHHBIX Ob THIIUJIEHTE

B cnyuae ycraHoBneHus (akTa HENpPaBOMEPHOM WM CIydyalHOM mepenadyu
(mpeocTaBiIeHuUs, pacIpOCTPAHEHUs, TOCTYIA) IEPCOHATBHBIX JaHHbIX, MTOBJIEKIIEH HapylIeHue
paB CyYOBEKTOB IMEPCOHAIBHBIX AaHHBIX, Omneparop 00s3aH C MOMEHTa BBISBICHHS TAaKOTO
uHIMaeHTa OnepaTopoM, YHOJHOMOYEHHBIM OpraHOM [0 3alldTe MpaB CyObEKTOB
NEPCOHAIBHBIX JIAHHBIX WJIM MHBIM 3aWHTEPECOBAHHBIM JIUI[OM YBEIOMMTH YIMOJIHOMOYEHHBIN
OpraH 0 3aIluTe NMpaB CyObEKTOB MEPCOHATBHBIX JaHHBIX:

1) B TeueHue 24 4yacoB O MPOMW3OIIEAIIEM HHIIMACHTE, O MpPEANoiaraeéMblx MPUYHUHAX,
MOBJIEKIINX HApYIIEHUE MpaB CyObEKTOB MEPCOHANBHBIX JAHHBIX, U MPEANOIaraéMoM Bpene,
HAHECEHHOM IpaBaM CyOBEKTOB MEPCOHAJIbHBIX JAHHBIX, O NMPUHATHIX MEpax MO YCTPaHEHHIO
MOCJIEACTBUM COOTBETCTBYIOILIETO MHIMJEHTA, a TaKXe IPEJOCTaBUTh CBEACHHUS O JIULE,
YIIOJHOMOYEHHOM ONEPATOpPOM Ha B3aMMOJEHCTBHE C YIMOJIHOMOYEHHBIM OpPraHOM IO 3aIIHUTE
paB CyObEKTOB MEPCOHANBHBIX JIaHHBIX, IO BOIPOCAM, CBSI3aHHBIM C BBISIBJIEHHBIM HHIIUIEHTOM
(mepBUYHOE yBEIOMIIEHUE);

2) B TEYEHHE CEMMJECATH JIBYX YacOB O pe3yJbTaTax BHYTPEHHETO pacclieZIOBaHUS
BBISIBJIEHHOT'O MHIIMJIEHTA, a TaK)Ke MPEJOCTaBUTh CBEACHHUS O JIMIAX, JEHCTBUS KOTOPBIX CTAU
HNPUYMHOM BBISIBIEHHOTO MHIMJIEHTA (TIPH HAJTMYUH) (JIOTIOTHUTENILHOE YBEIOMIICHHE).

BsaumopeiictBue Omnepatopa ¢ denepanbHoil ciaykO00i 1Mo Hag3opy B cdepe CBs3M,
UH(POPMALIMOHHBIX TEXHOJIOTUH M MAacCOBBIX KOMMYHHKALIMH B paMKax BEJICHUS peecTpa ydera
WHIUJCHTOB B 00JIACTH TNEPCOHAJIBHBIX JIAHHBIX OCYIIECTBISETCS B paMKax [pHKa3a
Pockomuamzopa ot 14.11.2022 Ne 187 «O6 yrBepxkaenuu [lopsiaka U yciaoBUil B3aUMOIEHCTBHS
®denepanbHO CITyKOBI TT0 HAI30pY B cepe CBsA3H, HHPOPMAITMOHHBIX TEXHOJIOTHI U MacCOBBIX
KOMMYHHKAIM C OmepaTopaMH B paMKaxX BeJEHHs peecTpa ydyeTa HHIHUICHTOB B 00JacTu
MEPCOHAIBHBIX JaHHBIX).

IlepBuuHOE YBEJOMIIEHUE IOJIKHO COAEPKATh:

1) Ceenenus:

- 0 NIPOU3OLIEAIIEM UHIUJAEHTE (AaTy U BPEMsI BBIABICHUS MHLUJEHTA, XapaKTEPUCTUKY
(XapakTepuCTHUKH) TEePCOHANBHBIX JAaHHBIX (Colep)kaHue 0as3bl JAHHBIX, CTABIICH JOCTYITHOMN
HEOTPAaHUYEHHOMY KpYyry JIMI[ B PE3yJbTaTe HENPAaBOMEPHOW WIM CIIy4allHOM Iiepenadu
(mpemocTaBieHUs, PACHpPOCTpPaHEHUs, JOCTyNa) TEPCOHANBHBIX  JNaHHBIX  (mamee —
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CKOMIIPOMETHpOBaHHAasi 0a3a JaHHBIX), KOJUYECTBO COACPKAIIMXCS B HEH 3ammcei.
JlomonHUTENBHO ~ ONEpaTop  MOXKET  MOPEACTaBUTh  HHPOpMaANUI0 00  aKTyallbHOCTH
CKOMIIPOMETHUPOBAHHOM 0a3bl JAaHHBIX, & TaKXKe O IMEpPUoJie, B TCUYCHHE KOTOPOTO COOpPAHBI
MEPCOHAIbHBIE TaHHBIEC);

- 0 TIpeIoaaraeMbIX MPUUMHAX, TTOBJICKIIUX HAPYIIEHUE MPaB CyOBEKTOB MEPCOHATBHBIX
JMaHHBIX (MIpeBapUTENIbHbIE TMPUYMHBI HENPABOMEPHOTO PACHPOCTPAHEHUS MEPCOHANBHBIX
JTAHHBIX, TOBJIEKILEr0 HapyIlIeHNE MpaB CyObEKTOB MEPCOHATBHBIX JaHHBIX);

- 0 MpEeIIoyiaraéMoOM BpeJle, HAHECEHHOM IpaBaM CYOBEKTOB MEPCOHAIBHBIX JIaHHBIX
(pe3ynbTaThl TPEIBAPUTEILHON OIICHKU Bpela, KOTOPBIA MOXET OBITh HAHECEH CYOBbEeKTaM
MEPCOHAIBHBIX JAaHHBIX, B CBSI3U C HEIIPABOMEPHBIM PACIpPOCTPAHEHUEM ITEPCOHATBHBIX JAHHBIX,
a TaKXKe MOCJEACTBUS TAKOTO Bpe/a, MPOBEJCHHON B COOTBETCTBUHU C MIYHKTOM 5 yactu 1 cTaThu
18.1 denepanbhoro 3akoHa «O MEPCOHANBHBIX JaHHBIX»);

- 0 MNPHUHATBIX MEpax MO YCTPAHEHHUIO IMOCIEICTBHI COOTBETCTBYIOIIETO HHIIMCHTA
(mepedeHb MPUHATHIX OMEPATOPOM OPraHU3ALMOHHBIX U TEXHUYECKUX MEp MO YCTPAHEHUIO
MOCJIC/ICTBUIM MHIIMJACHTa B COOTBETCTBUU cO cTathsiMu 18.1, 19 denepanbhHoro 3akona «O
HEPCOHATIBHBIX JTAHHBIX»);

- 0 JHIle, YIOJHOMOYEHHOM OIlepaTopoM Ha B3aumojelicteue ¢ denepanbHoi ciyx00i
1o HaJa30py B cdepe CBsI3u, MHPOPMAIIMOHHBIX TEXHOJOTHH M MacCOBBIX KOMMYHHUKAIIMHA, IO
BOIIPOCAM, CBSI3aHHBIM C BBISIBIICHHBIM UHIIUICHTOM.

2) JlanHbIe onieparopa, HaMpPaBUBIIETO YBEIOMJICHHUE:

- (daMunuio, UM U OTYECTBO (NIPU HAJIUYMU) TpakJaHUHA, WHAUBUAYaJIbHOTO
peInpUHUMATES;

- IOJTHOE M COKpaIlleHHOE (MPY HAJTUYMH ) HAUMEHOBAHHUE FOPUINYECKOTO JINIA;

- WACHTU(UKAIMOHHBI  HOMEpP  HAJIOTOIUIATeNbIIUKA  IOPUAMYECKOTO  JIMIIA,
WHIUBUIYAJIbHOTO TPEAITPUHUMATENS, (PU3UMUECKOTO JIUIIA;

- aJpec pEruCTpalid MO MECTy >KUTeIbCTBa (MpeObiBaHUs) (u3udeckoro muIla,
WHIUBUIYAJIbHOTO MPEIITPUHUMATEIS;

- aJIpec IOPUANYECKOrO JIMIA B Ipeiejax MECTa HaX0XKICHUS FOPUAUYECKOr0 JINLA;

- aJipec AIEKTPOHHON NOYTHI (TIPU HATUYUH).

3) UHble cBefeHUS M MaTepHaiibl, HAXOISIIMECS B PACHOPSHKCHUH OMEpaTopa, B TOM
yuciae 00 UCTOYHUKE TModydyeHus uHopManuu o0 WHIMIEHTE, a TaKKe IOITBEPKIAIOIINE
MPUHSITHE MEP M0 YCTPAHEHUIO MOCIEACTBUI MHIMAEHTA (TIPU HATHYUH).

JIoOTHUTEIHHOE YBETOMJICHHUE JTIOJKHO COJIEPKATh CBEJICHUS:

- 0 pe3ynbTaTax BHYTPEHHErO paccielOBaHUs BBISBICHHOTO HHIMIEHTa (MH(MOpMaus
OTNPUYMHAX, TOBJEKIIUX HaApYIIEHUE TpaB CYOBEKTOB IMEPCOHAIBHBIX JaHHBIX, U BpEIeE,
HAHECEHHOM IPaBaM CYObEKTOB MEPCOHATBHBIX IAHHBIX, O JOTIOJHUTEIHHO MPUHATHIX Mepax Mo
YCTPaHEHHIO TIOCIIECTBUN COOTBETCTBYIONIETO WHIIMJICHTA (MPY HAJMYWHN), 8 TAKXKE O PEIIeHUN
orneparopa 0 MPOBEJACHUHN BHYTPEHHETO PaCcCIeOBaHMs C YKa3aHUEM €T0 PEKBU3HUTOB);

- 0 JTUIAX, IEUCTBUS KOTOPHIX CTAJIM MPUINHON BBISIBICHHOTO HHITUACHTA (TIPU HAJTMIHH )
(pamunus, uMs, oT4ecTBO (NPH HAIWYUHM) JOJDKHOCTHOTO JIMIIA OfepaTopa C YKa3aHHEM
JIOJDKHOCTH (€ClT MTPUYMHONW WHIIUJICHTA CTalIM JEUCTBHUS COTPYAHHMKA omeparopa), hamwims,
UMsl, OTYECTBO (MIPH HAIMYWHK) (PU3UUECKOTO JIMIA, UHIUBUIYaTHHOTO MPEINPUHUMATENS WU
MOJTHOE€ HAUMEHOBAHKE FOPUINYECKOTO JINIIA, TEHCTBUSI KOTOPBIX CTATH MIPUYUHON BBISBIEHHOTO
MHUUJEeHTa, [P-agpec koMnbroTEpa UM YCTPOUCTBA, MPEANOIAraeMoOe MECTOHAXOXKACHUE TaKHX
U1 ¥ (WIH) YCTPOKCTB (€CIM MPUYWHON WHITUEHTA CTAJIA IEUCTBHS TTIOCTOPOHHUX JIUI]) ¥ HHBIS
CBEJICHUS O BBISIBIEHHOM MHIUJEHTE, UMEIOLIUECS B PACHIOPSIKEHUH OIlepaTopa).

B cnyuae eciu omeparop Ha MOMEHT HalpaBleHUS TEPBUYHOTO YBEIOMIICHHS
pacrmoyiarae€T CBEIEHUSIMH O pE3yJibTaTax BHYTPEHHETO paccleOBaHUsl BbISBIEHHOIO
MHIUJICHTA, TO OH BIIpaBe yKa3aTh TAKUE CBEJICHUS B IEPBUYHOM YBEJIOMJICHUH.

YBenoMieHNe HampaBlsieTCs B BHIE JOKYMEHTa Ha OyMa)KHOM HOCHUTeNe Wik B (Gopme
3JIEKTPOHHOTO JOKYMEHTA.



VBenomiieHHe B BHJE JOKyMEHTa Ha OyMaXHOM HOCHTENE HAalpaBIe€TCs MO aApecy
DenepanbHO CityKObI 10 HAA30py B cdepe CBA3H, HH(POPMALMOHHBIX TEXHOJIOTUI U MacCOBBIX
KOMMYHUKAaIUH.

VBenomsienne B (opMe BIEKTPOHHOIO JOKYMEHTa HaIpaBiseTCs OIepaTopoM
MOCPEACTBOM  3allOJIHGHUsSI CHCIHATM3UPOBAHHONW (GopMbl, pa3memieHHO Ha I[loprane
nepcoHanbHbIX AaHHbIX denepanbHON CiyXO0bl 110 HaA30py B cdepe CBA3U, HHPOPMALUOHHBIX
TEXHOJIOTUH M MAacCOBBIX KOMMYHHKAIMi B WH(POPMALMOHHO-TEICKOMMYHUKAIIMOHHON CETH
"Untepuer" (mamee — Ilopran mepcOHANbHBIX MaHHBIX), IMOCJIE IPOXOXKICHUS IPOLETYpPhI
UACHTUPUKAIIMA W ayTeHTU(UKAMH  TOCPEACTBOM  (efepalbHOW  rocynapCTBEHHON
uHpopMaLMOHHOM cucteMbl "EnunHas cucreMa uIeHTHM(UKALIMKM M ayTeHTHQUKaLUUd B
uHpacTpyKType, obecrneunBamomeil HMHOOPMAIIMOHHO-TEXHOJOTHYECKOE B3aWMOJICHCTBHE
MHPOPMALIMOHHBIX CHCTEM, MHCIOJb3YEMbIX JJIi INPEAOCTABICHHS TOCYIapCTBEHHBIX U
MYHUIIUNATBHBIX YCIYyr B 3eKkTpoHHOW Qopme" (mamee — ECHA) u mnoanmuceBaercs
3JIEKTPOHHON HOJMHCHIO.

Oneparopy ¢ MOMEHTa MOCTYIUIEHUs! yBenomiieHus: B DenepanbHyto cityk0y 1o Haa30py
B cepe cBsA3u, HMH(POPMALMOHHBIX TEXHOJIOIMH M MAcCOBBIX KOMMYHMKALMH 10 ajapecy
AJIEKTPOHHOM  TOYTHI, yKa3aHHOMY B  IIEpBUYHOM  YBEJAOMJIEHHM,  HaIpaBIIsETCS
UH(POPMALIMOHHOE MMHCBMO, COJIEprKalllee CBEICHUS O J1aTe U BPEMEHH Iepe/laul yBeJIOMIICHUS B
uHpopMalMoOHHYI0 cucreMy @DeaepanbHOW CiayKO0bl 1O HaA30py B cdepe CBs3W,
UH(POPMALIMOHHBIX TEXHOJOTMM M MacCOBBIX KOMMYHHUKAllMi, a Takke HOMEp U KoY
YBEIOMJICHHUSI.

IIpy  HampaBieHMHM  JONOJHHUTEIBHOIO  yBeJOMJEHUs  mocpexnctBoM  [loprana
NIEPCOHAIBHBIX JJAHHBIX ONEPATOP AOHKEH YKa3aTh HOMEP U KJIH0Y YBEJIOMIICHHUS.

B cnywae HampaBieHHs ONEpaTopoM HEMOJHBIX MM HEKOPPEKTHBIX CBEICHUMN
®denepanpHas ciayxk0a 1o Ha3opy B cepe cBsi3u, HHOOPMAITMOHHBIX TEXHOJIOTUNA U MACCOBBIX
KOMMYHHKAIMI 0 aJpecy dJIEKTPOHHOM IOYTHI, YKa3aHHOMY B IEPBUYHOM YBEIOMJICHHM, HE
no3aHee Tpex padouumx JHEH Co IHA TNOJyYeHUs MEPBHUYHOTO WM JOMOJHUTEIBHOIO
YBEIOMJIEHHSI HAIpaBJIAET 3alpoc OINEPATOpy O NPEICTaBICHUH HENOCTAIOIIHUX CBEIECHUN U
(unM) MOsICHEHUI OTHOCUTENBHO HEKOPPEKTHOCTH MPEJICTABICHHBIX B YBEIOMJIEHUH CBEJICHUM.

Henocratone cBepeHuss M (MIM) TOACHEHHMS OTHOCHUTEIIBHO HEKOPPEKTHOCTHU
IPEJICTABICHHBIX B YBEJIOMJIEHMM CBEIEHHUI INpenocTaBisitoTcsi oneparopoM B denepanbHyro
ciIyk0y 1o Hag3opy B cdepe CBsI3M, HHPOPMALMOHHBIX TEXHOJIOTMH M MAacCOBBIX
KOMMYHHUKAIIMI B T€UEHHE TpeX pabounx JHEN co JHS MOIy4YeHHs 3ampoca.

VII. IEPECMOTP U BHECEHUE U3MEHEHUM B JOKYMEHTBI OITIEPATOPA

[IepecMOTp TOJIOKEHUI HACTOSIIETO M MHBIX JIOKAJIBHBIX JOKyYMeHTOB Omneparopa,
KacaloluXcsi BOMPOCOB 00pabOTKM M oOecredeHuss Oe30MacHOCTH IMEePCOHATbHBIX JIaHHBIX,
MPOBOJIUTCS B CIEAYIONIUX CIIy4asX, €CJIM HWHOE HE YCTAaHOBJICHO B TE€PECMATPUBAEMBIX
JIOKyMEHTaX:

— Ha peryJsIpHOI OCHOBE, HO HE PEXKe OJTHOTO pa3a B MONT0/a;

— TIIpU MOSBIEHUM HOBBIX TpeOoBaHMU K 00paboTke M obecrneyeHHro O0e30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX CO CTOPOHBI POCCHICKOTO 3aKOHOAATENbCTBA M KOHTPOJIUPYIOIINX
OpPraHoB UCITOJIHUTENBbHOU BiacTu PD;

— TO0 pe3ynbTaTaM MPOBEPOK KOHTPOJUPYIOIIMX OPTraHOB HCIOJHUTEIHLHON BIACTH
Poccuiickoit ®enepanuv, BBISIBUBIINX HECOOTBETCTBUS TPeOOBaHUSAM TIO 0OECIEUYEHUIO
0€30MacHOCTH MIEPCOHATBHBIX JaHHBIX;

— 10 pe3yJbTaTaM BHYTPEHHETO KOHTPOIs (ayauTa) CUCTEMBI 3alIUThl MEPCOHATBHBIX
JTAHHBIX B CJIy4ae BBISABJICHUS CYIIECTBEHHBIX HAPYIICHUH;

— 10 pe3yibTaTaM pacclefOBaHUS WHUUICHTOB HH(OPMAlMOHHOW 0e30MacHOCTH,
CBSI3aHHBIX ¢ 00pabOTKOM M o0ecredeHueM OE30MaCHOCTH MEPCOHATBHBIX JAHHBIX U BBISBUBIITNX
HEJOCTATKU B MpaBUJIaxX MPEJOCTABICHUS 1OCTYIA K IEPCOHATBHBIM JTaHHBIM.



OTBETCTBEHHBIM 3a IMEpPecMOTp HacTodlero PernamenTta sBiasercs AIMHUHHCTPATOp
0e30MacHOCTH MEePCOHATBHBIX TaHHBIX U MeHemkep oopadotku I1][H.

BHecenne wu3MeHEHUN NPOU3BOAMTCS HAa OCHOBAaHUU COOTBETCTBYIOLLEIO IIPHKa3a
pykoBoaureisa Oneparopa.
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IIVTAH BHYTPEHHUX ITPOBEPOK
COCTOAHUA SAIIUTHI NIEPCOHAJIBHBIX TAHHBIX

INPUJIOKEHUE 1

HaunmeHnoBaHue MeponpuATHI

Cpox/nepuoan4HocTb

OTBeTCTBEHHBII/NCIIO
JHHUTEIb

KoHuTpo:b 3a BeiloNIHEHHEM TpeOOBaHMIA
3aIlUTHl IEPCOHAIIBHBIX JIAHHBIX B

1 pa3 B 12 mecsneB

Menemxkep 00paboTKH

MH(OPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX [11n
MTaHHBIX
Onenka 5(QQEeKTUBHOCTH peaNn30BaHHBIX B

AJIMUHHCTPATOP

[PaMKax CUCTEMBI  3allIUThI NEPCOHAIBbHBIX|
JaHHbIX MCP

1 pa3 B 12 mecsneB

oe3onacHoctr MCII/Ix
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